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Programme Information (reference: D3.1: Digital Sustainability Educational Profiles and Core Curricula)
	Code / ECTS / EQF
	UC-CS / 2.5 ECTS/ EQF6

	Duration / Workload
	2.5 weeks part-time (20 contact + 42.5 self-study hours) 

	Source Units
	LU46 - Introduction to Cybersecurity for Sustainable Systems

	Target Audience
	Technical specialists, sustainability consultants, system administrators, IT security professionals 


	AIM/Purpose and short description of the curriculum

	This 2.5-week programme develops foundational cybersecurity competencies specifically tailored for protecting sustainable digital infrastructure, data systems, and IoT deployments. Learners apply security principles to energy management systems, sustainability monitoring platforms, and ESG data infrastructure whilst addressing unique vulnerabilities in sustainable technology implementations. 

	Learning Outcomes  

	· Identify cybersecurity risks specific to sustainable digital systems (energy management, IoT sensors, ESG platforms)
· Apply security principles (CIA triad, defence in depth) to sustainability infrastructure design.
· Implement access controls and authentication mechanisms for ESG data systems.
· Evaluate security vulnerabilities in renewable energy systems and smart grid technologies.
· Design incident response procedures for sustainability-critical infrastructure.
· Assess compliance requirements for data protection in sustainability reporting systems.



	
	LECTURES
	SELF-STUDY ACTIVITY
	PRACTICAL APPLICATION

	Module 1: Cybersecurity Fundamentals
	6
	6
	6

	Module 2: Sustainable Systems Security
	8
	8
	8

	Module 3: 
Data Protection & Compliance 
	6
	8,5
	6

	TOTAL HOURS (M1, M2, M3 = 62,5)
	20
	22,5
	20



	Syllabus


	Module 1: Cybersecurity Fundamentals
T1.1. CIA Triad and its role within cybersecurity
T1.2. Modern and up-to-date Threat Landscape 
T1.3. Modern Cybersecurity tactics and techniques
T1.4. Introduction to the role of Cyberisk

Module 2: Sustainable Systems Security 
T2.1. Threat Landscape of Energy Management Systems
T2.2.  Threat Landscape of IoT sensors
T2.3. Threat Landscape of Smart Grids
T2.4. Introduction to ESG platforms
T2.5. Security framework

Module 3: Data Protection & Compliance 
T3.1. Introduction to the Access Controls
T3.2. Introduction to Encryption Technologies
T3.3. Introduction to GDPR alignment and its evolution
T3.4. Audit trails

	Learning outcomes for each Module 
 
	After completing Module 1: Cybersecurity Fundamentals, learners will be able to:
· Analyse the role and limitations of the CIA Triad and differentiate between threats, vulnerabilities, and risks within sustainable digital systems.
· Apply fundamental threat modelling principles to identify attack surfaces and assess cyber risks in ESG-related environments.
· Examine cybercrime concepts, including threat actors, tactics, techniques, and procedures (TTPs), and their relevance to sustainable infrastructures.
· Interpret key cyber risk definitions and identify relevant EU legislative references and recognised cybersecurity best practices.
After completing Module 2: Sustainable Systems Security, learners will be able to:
· Analyse sector-specific cybersecurity scenarios (e.g., energy systems, IoT, ESG platforms) and assess associated threat landscapes.
· Select and apply appropriate threat modelling techniques to evaluate risks within sustainable system environments.
· Identify and assess cyber risks affecting ESG-related platforms and digital infrastructures.
· Select and justify suitable cybersecurity frameworks and implement a structured cyber risk modelling process for ESG contexts.
After completing Module 3: Data Protection & Compliance, learners will be able to:
· Compare and evaluate different access control models (e.g., RBAC, IAM, ABAC, policy-based) and assess their suitability for ESG-driven digital systems.
· Analyse encryption and key management principles, identifying common attack patterns, implementation pitfalls, and governance implications.
· Interpret and apply core GDPR principles, including lawful basis, purpose limitation, and pseudonymisation, within sustainable system contexts.
· Assess the interaction between cybersecurity, ESG governance, and evolving regulatory frameworks (including AI-related legislation), identifying common compliance risks and mitigation strategies.

	Learning/teaching delivery formats 


	The learning and teaching delivery formats selected for these upskilling curricula are:
· Learner handbook (CSS_D2_Learner_handbook): The main purpose of the handbook is to function as the central learning resource for learners. It presents the core content of the programme and provides all necessary information to support the achievement of the intended learning outcomes and successful completion of the programme
· Practical Delivery Guide (CSS_D3_F2F_PBL): Includes Face2Face and PBL activities and designed to complement other learning materials. 
· Video (CSS_D4_Video_M1, CSS_D4_Video_M2; CSS_D4_Video_M3): Each module includes one concluding Module Wrap-Up video (3–5 minutes) watched after completing the module to consolidate key concepts and connect theory with practice
· Presentations (CSS_D4_PPT_M1, CSS_D4_PPT_M2, CSS_D4_PPT_M3):  Each module includes one concluding Module Wrap-Up presentation to summarize key concepts.  

	Type of Final Assessment


	Capstone Project Model (PBL Assessment):

1.Preparation (20H Practical Application Study): Learners are assigned a structured use case. The case study represents a sustainable system exposed to cybersecurity and regulatory risks. During the 20 hours of practical application, learners progressively develop the Capstone Project by reasoning through the case study and applying the knowledge acquired in each module
2.Finalisation: At the end of the course, learners consolidate the work developed during the 20H PBL into a comprehensive final report.
The final assessment consists of a structured cybersecurity and compliance analysis of the assigned sustainable system, including:
· Asset and attack surface identification
· Threat modelling and risk assessment
· Mitigation measures and control framework alignment
· Data protection and regulatory compliance analysis
Deliverable: A structured “Cybersecurity Risk Assessment Report for a Sustainable System” (PDF).
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